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QUALIFI Level 3 Diploma Information Technology

All Units are mandatory. The qualification is 60 credits.

Unit Reference Mandatory Units Level Credit | GLH | TQT
F/650/1908 Computer Systems 3 10 50 100
H/650/1909 Coding and Website Development 3 10 50 100
L/650/1910 Networks 3 10 50 | 100
T/650/1913 Mobile Communications 3 10 50 100
A/650/1915 Cyber Security 3 10 50 100
D/650/1916 Social Media for Business 3 10 50 100

Total 60 300 | 600
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Unit IT301: Computer Systems

Unit code: F/650/1908
RQF level: 3

Unit Aim

The aim of this unit is to introduce learners to the basic hardware and software components that make up
computer systems and for learners to carry out basic installation and configuration. This unit is designed to
assist learners to understand the basic components of computer systems and how they are adapted to

individual needs.

Learning Outcomes and Assessment Criteria

Learning Outcomes Assessment Criteria

When awarded credit for this unit, | Assessment of this learning outcome will require a
a learner will: learner to demonstrate that they can:

1. Understand the purpose of 1.1 Explain different types of computer systems.
computer systems.

1.2 Evaluate the role of computer systems in
different environments
1.3 Identify a range of computer systems that are

used.
2. Understand computer system 2.1 Analyse the common hardware components of a
components. computer system

2.2 Analyse the common software components of a
computer system

2.3 Evaluate the differences between open source and
closed source software.

3. Be able to configure computer 3.1 Analyse different operating systems and their
systems. suitability in managing resources in a
professional environment.

3.2 Describe the characteristics of different styles of
computer system users.

3.3 Evaluate suitable components to meet user
requirements within a professional
environment.

3.4 Configure a computer system for a given user

requirement.
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Unit IT302: Coding and Website Development
Unit code: H/650/1909
RQF level: 3

Unit Aim

The aim of this unit is to enable learners to understand the fundamental processes involved in
developing simple programmes and applications as well as details of basic website design.

Learning Outcomes, and Assessment Criteria

Learning Outcomes Assessment Criteria
When awarded credit for this Assessment of this learning
unit, a student will: outcome will require a student
to demonstrate that they can:
1. Understand the purpose and types of 1.1 Identify popular programming languages that
coding. are used within computer systems.

1.2 Differentiate between high level and low-
level programming languages.

1.3 Explain how principles of computer
programming are applied in different
languages to produce software applications.

2. Understand web architecture and 2.1 Explain the web architecture and

components. components that tenable internet and web
functionality

2.2 Analyse the security risks and protection

mechanisms involved in website performance.

3. Be able to create interactive websites. 3.1 Create or modify components of
websites to meet business needs.
3.2 Explain the way in which a website meets the

defined requirements and achieves the defined

purpose.
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Unit IT303: Networks

Unit code: L/650/1910
RQF level: 3

Unit Aim

The aim of this unit is to enable learners to understand the importance of networks to computer systems
and their essential use in a variety of application. Learners will also gain knowledge about network

technologies and the delivery of a wide range of networked services.

Learning Outcomes and Assessment Criteria

Learning Outcomes

When awarded credit for this

unit, a student will:

Assessment Criteria

Assessment of this learning outcome
will require a student to
demonstrate that they can:

1. Understand networking principles.

1.1 Explain the features and functioning of a
computer network.

1.2 Differentiate between ‘client
computers’ and‘peer computers’
from network services perspective.

1.3 Describe local area network (LAN)
and wide area network (WAN).

1.4 Describe the benefits and constraints of
different network topologies.

2. Understand how network hardware
and software components are connected.

2.1 Explain how hardware, software and
addressing combine to support network
communications.

2.2 Describe potential issues with
computer networks.

2.3 Explain the steps required to set up and
test a simple local area network.

3. Understand the usage and security
concerns relating to networking.

3.1 Evaluate the features and services
provided by a local and a wide area
network.

3.2 Identify security issues relating to
networking and how those security issues
can be minimised.

3.3 Explain the steps to configure security on a
local area network.
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Unit IT304: Mobile Communications

Unit code: T/650/1913
RQF level: 3

Unit Aim

The aim of this unit is to explain the growth of mobile communication and how it has changed everyday life
and to provide learners with an understanding of the functionality that underpins key business and e-

commerce uses.

Learning Outcomes and Assessment Criteria

Learning Outcomes

When awarded credit for this unit,
a student will:

Assessment Criteria

Assessment of this learning
outcome will require a student
to demonstrate that they can:

1. Understand the uses and features of mobile
communication devices.

1.1 Differentiate between different
types of mobilecommunication
device

1.2 Describe the main features of
different types of mobile
communication devices

1.3 Evaluate the usage of
modern mobile
communication devices.

2. Understand the communication technologies
used in mobile devices.

2.1 Analyse various transmission
technologies used by mobile
communication devices.

2.2 Evaluate the need for various
standards and protocols used
by mobile communication
devices.

2.3 Describe how wireless mobile

communication technologies benefit

businesses.

3. Understand the implications of mobile
communications technology.

3.1 Assess the benefits of
mobile devices in the
workplace.

3.2 Evaluate the social and legal
implications of using mobile
technologies.

3.3 Analyse the health implications of

lengthy exposure to mobile
technologies.
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Unit IT305: Cyber Security

Unit code: A/650/1915
RQF level: 3

Unit Aim

The aim of this unit is to enable learners to understand cyber security and the consequences and

implications of inadequate cyber security. They will understand the key terminology and the motivations of

good and bad actors. They will also investigate the advantages and disadvantages of security by design.

Learning Outcomes and Assessment Criteria

Learning Outcomes

When awarded credit for this

unit, a student will:

Assessment Criteria

Assessment of this learning
outcome will require a student
to demonstrate that they can:

1. Understand cyber security.

1.1 Describe the concepts of cyber security.

1.2 Explain the importance of cyber
security for businesses.

18 Describe the consequences and implications of
inadequate cyber security for businesses .

2. Understand core terminology and
key aspects of cyber security.

2.1 Define core terminology used in cyber security.

2.2 Compare typical behaviours of good actors
and bad actors.

2.3 Analyse the sectors that are most vulnerable to
a cyber-attack.

3. Understand cyber threat
intelligence.

3.1 Identify the concepts of cyber threat
intelligence

3.2 Explain the following terms in relation to
cybersecurity:

e threats

o exploits

e risks

e vulnerabilities

3.3 Identify improvements to secure a network
against cyber attacks.
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Unit IT306: Social Media for Business

Unit code: D/650/1916
RQF level: 3

Unit Aim

The aim of this unit is to enable learners to explore how businesses use social media to promote

their products and services. Learners will also create a social media policy and plan to meet business

requirements.

Learning Outcomes and Assessment Criteria

Learning Outcomes

When awarded credit for
this unit, a student will:

Assessment Criteria

Assessment of this learning
outcome will require a student to
demonstrate that they can:

1 Understand the importance of
using social media in a business
environment.

1.1 Analyse recent developments in social media
that have changed the way businesses promote
products and services.

1.2 Identify sources for social media channels to
meet business needs.

1.3 Explain the importance of publishing
social media content which engages the
audience.

1.4 Explain the risks and issues relating to
social media engagement.

2. Understand the need for social
media content planning and
publishing in a business
environment.

2.1 Analyse the considerations for regular posts
and other content to be published on social
media websites.

2.2 Explain the relationship between a social
media website and a company website.

2.3 Evaluate the strategy required to create
and encourage an online community.

3. Be able to develop a policy and a
plan to use social mediain a
business environment.

3.1 Explain why a social media policy is important
and consider the implications of not having a
policy in place.

3.2 Develop a social media policy for a business that is
capable of delivering its objectives.

3.3 Produce a plan to use social media in a business
environment that is capable of delivering its social
media policy objectives.

3.4 Produce a reflective account of the plan tHat
suggests improvements.
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